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• Disable the root user account

• Discourage enabling root account

• Require an administrator's 

password to access elevated 
privileges  


• Use sudo to run command line 
applications and process with root 
privileges

Root Account









Admin vs. Standard
• Admin


• Add or manage user accounts


• Install applications


• Change account and system settings


• Standard


• Install applications


• Change their own account’s settings

















Anything the root 
account on macOS 
can do, an account 
with administrator 

rights can do.







Superuser Limitations

• Read-only Boot Volume 


• System Integrity Protection


• User-level privacy protections



Read-only Boot Volume 
• Dedicated isolated read-only volume for system 

software and files.


• Cryptographically signed.


• macOS includes a kernel mechanism which verifies 
integrity of the system content at runtime.

• Any data without a valid cryptographic signature from Apple is rejected.


• As part of macOS installation and updates, the system seal is recomputed 
entirely on the device from the file system and verified against the Apple-
signed seal measurement


• If system seal verification fails, the startup process fails and the user is 
prompted to reinstall macOS.



• Limits the power of root

• Protection is on by default

• Only applies to the boot 

and root volumes.

System Integrity Protection



OS Kernel stops processes from:

• Writing to protected files or 

folders

• Writing to block devices that 

back protected content

• Mounting over protected 

content

System Integrity Protection



System Integrity Protection 
configuration is stored in NVRAM


• Applies to the entire machine

• Persistent even when OS is 

reinstalled

System Integrity Protection



System Integrity Protection's 
concepts


• File system protection

• Runtime protection

• Kernel extension protection

System Integrity Protection



Protected directories:

• /System
• /bin
• /usr
• /bin

System Integrity Protection



Available to developers

• ~/Library
• /Library
• /usr/local
• /Applications

System Integrity Protection



Restricted processes:

• task_for_pid() / processor_set_tasks() 

fail with EPERM


• Mach special ports are reset on 
exec(2)


• dyld environment variables are ignored


• DTrace probes unavailable

http://tinyurl.com/SIP-Developer-Documentation

System Integrity Protection

http://tinyurl.com/SIP-Developer-Documentation


Kernel Extensions

• Must be signed with a Developer ID 

for Signing Kexts certificate


• Must be installed into /Library/
Extensions

https://tinyurl.com/SIPKext

System Integrity Protection

https://tinyurl.com/SIPKext


/System/Library/Sandbox/rootless.conf

System Integrity Protection



System Integrity Protection



User-level privacy protections

• Calendars


• Camera


• Contacts


• Microphone

• Prompt


• Screen 
recording (for 
example, static 
screen shots 
and video)


• System 
Preferences

• Photos


• Reminders


• Speech 
recognition


• Input monitoring 
(for example, 
keyboard 
strokes)

Individual user account permissions 
needed for the following user data:





Anything the root 
account on macOS 
can do, an account 
with administrator 

rights can do.



Managing 
admin rights









Two places to manage admin rights

Admin rights for GUI and command line 
can be managed separately



https://www.sudo.ws/docs/man/1.8.17/sudoers.man/

https://www.sudo.ws/docs/man/1.8.17/sudoers.man/


Admin rights management

• Permanent admin rights


• No admin rights


• Allow admin rights on non-permanent 
basis



Admin rights management

Permanent Admin rights





Anything the root 
account on macOS 
can do, an account 
with administrator 

rights can do.



Admin rights management

No Admin rights





Admin vs. Standard
• Admin


• Add or manage user accounts


• Install applications


• Change account and system settings


• Standard


• Install applications


• Change their own account’s settings



Admin rights management

Allow non-permanent 

admin rights



Admin rights management

What’s the best way?

Different answers for 
different situations



What affects the answer?

• Legal requirements

• External standard requirements

• Internal policy requirements

• Operational requirements







Allow non-permanent 

admin rights



Allow non-permanent 

admin rights

https://github.com/SAP/macOS-enterprise-privileges

https://github.com/SAP/macOS-enterprise-privileges












Privileges



Admin user vs. 
standard user

Standard 
User +?













https://github.com/SAP/macOS-enterprise-privileges/wiki/
Frequently-Asked-Questions

https://github.com/SAP/macOS-enterprise-privileges/wiki/Frequently-Asked-Questions
https://github.com/SAP/macOS-enterprise-privileges/wiki/Frequently-Asked-Questions


PrivilegesCLI

/Applications/Privileges.app/Contents/Resources/PrivilegesCLI



PrivilegesCLI

/Applications/Privileges.app/Contents/Resources/PrivilegesCLI - -add



PrivilegesCLI

/Applications/Privileges.app/Contents/Resources/PrivilegesCLI - -remove



PrivilegesCLI

/Applications/Privileges.app/Contents/Resources/PrivilegesCLI - -status



PrivilegesCLI

/Applications/Privileges.app/Contents/Resources/PrivilegesCLI



https://github.com/SAP/macOS-enterprise-privileges/tree/main/sample_launchagent

https://github.com/SAP/macOS-enterprise-privileges/tree/main/sample_launchagent




https://github.com/sgmills/PrivilegesDemoter

https://github.com/sgmills/PrivilegesDemoter


https://support.kandji.io/sap-privileges

https://support.kandji.io/sap-privileges


Privileges





Anything the root 
account on macOS 
can do, an account 
with administrator 

rights can do.
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